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Chapter 11:

It’s a Network
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11.0.1.1 Introduction

Upon completion of this chapter you will be able to:

Identify the devices and protocols usad in a small netwaork.

Explain how a small network serves as the basis of larger networks.

Describe the need for basic security measures on network devices.

Identify security vulnerabilities and general mitigation technigues.

Configure network devices with device hardening features to mitigate security
threats.

Use the output of the ping and tracert commands to establish relative

network performance.
Use basic show commands to verify the configuration and status of a device

Interface.

LIse the basic host and 105 commands to acquire information about the devices in a
network.

Explain file systems on routers and switches.

Apply the commands to back up and restore and |05 configuration file.




11.0.1.2 Activity — Did You Notice...?

Create and...

PC15

PC16

Routerg

Network A

Router?

Network B

Routers

Serverd

Wireless
Routeri

Serverd

Tablet PCO

_..grow!

Take a look at the two networks in the
diagram. Visually compare and contrast
the two networks. Make note of the
devices used in each network design.
Since the devices are labeled, you already
know what types of end devices and
intermediate devices are on each
network.

But how are the two networks different?
Is it just that there are more devices
present on Network B than on Network A?

Select the network you would use if you
owned a small to medium-sized business.
Be able to justify your selected network
based on cost, speed, ports, expandability,
and manageability.



11.1.1.1 Small Network Topologies

Typical Small Business Network

Internet

WAM



11.1.1.2 Device Selection for a Small Network

Factors to Consider in Choosing a Device

Expandable/Modular Manageable



11.1.1.4 Redundancy in a Small Network

Redundancy to a Server Farm

Click the blue highlighted devices and connections for more information.

The smaller the network, the less the chance that
redundancy of equipment will be affordable. Therefore, a
common way to introduce redundancy is through the use
of redundant switch connections between multiple
switches on the network and between switches and
routers.

Also, servers often have multiple NIC ports that enable
redundant connections to one or more switches. In a
small network, servers typically are deployed as web
servers, file servers, or email servers.



11.1.1.5 Design Considerations for a Small Network

Prioritizing Traffic Users expect immediate access to their
emails and to the files that they are
sharing or updating. To help ensure this
availability, the network designer should
take the following steps:

Traffic sent to backbone  Step 1. Secure file and mail servers in a
in order of priority ) )
centralized location.

Traffic sent to router Step 2. Protect the location from

unauthorized access by implementing
physical and logical security measures.

Backbone Network

without any priority

Step 3. Create redundancy in the server
farm that ensures if one device fails, files
are not lost.

Step 4. Configure redundant paths to the
Priority queuing has four queues. The high-priority queue is always emptied first. servers.



Prioritization of data
traffic
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The network is only as useful as the
applications that are on it. As shown in
the figure, within the application layer,
there are two forms of software
programs or processes that provide
access to the network: network
applications and application layer
services.



11.1.2.2 Common Protocols in a Small Network

Metwork Services

e T
-‘-'"r

DMNS Senver Telnet Email Server DHCP Yeb Server FTP Server
SErveT



11.1.2.3 Real-Time Applications for a Small Network

Employee Productivity with Real-Time Applications

In addition to the common network
protocols described previously,
modern businesses, even small ones,
typically utilize real-time applications
for communicating with customers
and business partners.

While a small company may not be
able to justify the cost of an enterprise
Cisco Telepresence solution, there are
other real-time applications, as shown
in Figure 1, that are affordable and
justifiable for small business
organizations.



11.1.3.1 Scaling a Small Network

To scale a network, several elements
are required:

* Network documentation - physical
and logical topology

e Device inventory - list of devices
that use or comprise the network

* Budget - itemized IT budget,
including fiscal year equipment
purchasing budget

e Traffic analysis - protocols,
applications, and services and their
respective traffic requirements
should be documented



11.1.3.2 Protocol Analysis of a Small Network

I Woeshrks Proscol Hurarchy Statncs CRERE Supporting and growing a small network
Deplay (ier: nore . . re .
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enabled device, a more holistic approach
with some type of software- or hardware-
based protocol analyzer is recommended.
As shown in the figure, protocol analyzers
enable a network professional to quickly
tesp [ Gese

compile statistical information about
traffic flows on a network.



11.1.3.3 Evolving Protocol Requirements

1 Windows Task Manager

Software Processes

redic.exe

Image Name User Nase U MemUsage A
Apontaxe Fanes 00 5,880
sched.exe farces ) 19204
EXCELExE Eaes 00 2,304
Quickset exe Fances 00 4,.244K
OSentry.exe Foces 0 159K
Drectod. exe £ arces 00 550K

: LOCAL SERVICE o0 o

NETWORK SERVICE 0K

] NETWORK SERVICE 452K
| System Ide Process SYSTEM . 4
iz SYSTEM 24K
svohost.exe v152K

DR wee  STSIEM

VATRYSVYC.EXE SYSTEM

| WACRU S oy SYSTEM
[¥] show processes om al users

388
%
b3

Processes are individual software
programs running concurrently.

Processes can be:

- Applications

_ System operations

One program may be

“rocesses: 69 CPU Usage: 9%

Commit Charge: 500M / 25614

4 running several times,
each in its own process

Examples of processes running in the Windows operating system

A network administrator in a small network
has the ability to obtain in-person IT
“snapshots” of employee application
utilization for a significant portion of the
employee workforce over time. These
snapshots typically include information
such as:

* OS + 0S Version

* Non-Network Applications

* Network Applications

e CPU Utilization

* Drive Utilization

 RAM Utilization



11.2.1.1 Categories of Threats to Network Security

After the hacker gains access to
the network, four types of
threats may arise:

* Information theft

* |dentity theft

* Data loss/manipulation

* Disruption of service

-~

Information Theft Data Loss and Manipulation

Click the images in the figure to
see more information.

Identity Theft Disruption of Service



11.2.1.2 Physical Security

Physical Security Plan

UPS BAY

Plan physical security to limit

damage to the equipment: HEREERREN

SVRS

Lock up eguipment and prevent TTTT T T TT1]1
unauthonzed access from the

doors, ceiling, raised floor, AN
windows, ducts, and vents. [T TITTTTTIT11
Monitor and control closet entry LAN

with electronic logs.
Lise secunty cameras.

HELF DESK

secure computer room floor plan

The four classes of physical threats
are:

Hardware threats - physical damage
to servers, routers, switches,
cabling plant, and workstations
Environmental threats -
temperature extremes (too hot or
too cold) or humidity extremes (too
wet or too dry)

Electrical threats - voltage spikes,
insufficient supply voltage
(brownouts), unconditioned power
(noise), and total power loss
Maintenance threats - poor
handling of key electrical
components (electrostatic
discharge), lack of critical spare
parts, poor cabling, and poor
labeling



11.2.1.3 Types of Security Vulnerabilities

Vulnerabilities - Technology

Network sacurity weaknessas:

Tl‘.: P/IP protocol weakness
Hypertext Transfer Protocol (HTTP), File Transter Protocol (FTF), and Intemet

ontrol I'-1essaie Protocol (ICGMP) are inherently insecure.
=imple Network Management Protocol (SNMP) and Simple Mail Transter Protocol

(SMTP) are related to the inherently insecure structure upon which TCP was
designed.

Gperatlng gystem weakness
Each operating system has secunty problems that must be addressed.
LINLE, Linux, Mac O3, Mac O X, Windows Server 2012, Windows 7, Windows
8
They are documented in the Computer Emergency Response Team (CERT)
archives at hifp Jiwww.cert.org.

Metwork equipment weakness

Warious types of network equipment, such as routers, firewalls, and switches have
security weaknesses that must be recognized and protected against. Their

weaknesses include password protection, lack of authentication, routing protocols,
and firewall holes.

Threats are realized by a
variety of tools, scripts, and
programs to launch attacks
against networks and network
devices. Typically, the network
devices under attack are the
endpoints, such as servers and
desktop computers.
There are three primary
vulnerabilities or weaknesses:
e Technological, as shown in
Figure 1
e Configuration, as shown in
Figure 2
e Security policy, as shown in
Figure 3



11.2.1.3 Types of Security Vulnerabilities

Vulnerabilities - Configuration

Lnsecured user accounts

system accounts with easily
guessed passwords

Misconfigurad Intemet services

Insecured default settings within
products

Misconfigured network equipment

Configuration Weakness How the weakness is exploiied

Liser account infformation may be transmitted
Insecurely across the network, exposing
usemames and passwords to snoopers.

This common problem is the result of poorly
selected and easily guessed user passwords.

A common problem is to tum on JavaSchpt in
Web browsers, enabling attacks by way of
hostile JavaScnpt when accessing untrusted

sites. |5, FTF, and Teminal Services also
pose problems.

Many products have default settings that
enable secunty holes.

Misconfigurations of the equipment tself can
cause significant security problems. For
example, misconfigured access lists, routing

protocols, or SNMP community strings can
open up large security holes.




Vulnerabilities - Policy

Policy Weakness How the weakness is exploited

Lack of written security policy An umwrtten policy cannot be consistently
applied or enforced.

Foltics Palitical battles and turf wars can make it
difficult to implement a consistent security
policy.

Lack of authentication continuity Poory chosen, easily cracked, or default
passwords can allow unauthonzed access o
the network.

Logical access controls not applied | Inadequate monitoring and auditing allow
attacks and unauthonzed use to continue,
wasting company resources. This could result in

legal action or termination against 1T
technicians, IT management, or even company

leadership that allows these unsafe conditions
to persist.

Software and hardware installation | Unauthorized changes to the network topology
and changes do not follow policy or installation of unapproved applications
create secunty holes.

Disaster recovery plan is The lack of a disaster recovery plan allows
nonexistent chaos, panic, and confusion to occur when
someone attacks the enterprise.




Impersonating someone

1o obtain cradit ; Create positive air flow

Lock up devices -
prevent unauthorized
access

Control temperature and

Stealing a company’s humidity

Making illegal online
user database

purchases

3
--------

Preventing legal users
from accessing data
services

Sending a virus to

Label critical cables and
reformat a hard drive

Install UPS systems components

Overloading a network to

Install redundant power O Control access to
keep users out

Altenng data records

supplies




11.2.2.1 Viruses, Worms, and Trojan Horses

A worm executes arbitrary code
and installs copies of tself in the
infected computer's memaory, which
infects other hosts.




11.2.2.1 Viruses, Worms, and Trojan Horses

A virus is malicious software that is
attached to another program to
execute a particular umsxanted
function on a user's workstation.




11.2.2.1 Viruses, Worms, and Trojan Horses

A Trojan horse is different only in
that the entire application was
wntten to look like something else,
when, in fact, it is an attack tool.




l 11.2.2.2 Reconnaissance Attacks

Reconnaissance Attacks

In addition to malicious code attacks, it is
also possible for networks to fall prey to
various network attacks. Network attacks
can be classified into three major
categories:

* Reconnaissance attacks - the
unauthorized discovery and mapping of
systems, services, or vulnerabilities

* Access attacks - the unauthorized

- manipulation of data, system access, or

P sizns - user privileges

Attacker * Denial of service - the disabling or
corruption of networks, systems, or
services

Imtemet queries

Ping sweeps

Packet sniffers

Click each network attack tool to wiew the attack.



Password Attack

Attackers can implement password attacks using several different methods:
*+  Brute-force attacks

» Trojan horse programs
»  Packet sniffers




Trust Exploitation

Metwork O3S Trust Models
Windows Domains Active Directory (AD)

Linux and LIMLX Metwork File System (MFS) Network
Information Service Plus (NIS+)

Systemn A trusts System

B

. System B trusts

- EVEryone

. ’
-

acoass to System j user=psmith; Pat Smith

bt System B
user=psmith; .
Goal | Pat Smith Dnmgrnmlsed by

An attacker wants to
gain access o
aysiem A

user=pzmith; Pat Smith

Aftacker



Port Redirection

Port redirection is a type of trust-exploitation attack that uses a compromised host to
pass traffic through a firewall that would otherwise be dropped. It is mitigated

primarily through the use of proper trust models. Antivirus software and host-based
|DS can help detect and prevent an attacker installing port redirecting utilities on the

host.
Source: Attacker Source: Attacker
Destination: A Destination: B
Attacker Port: 22 Port: 23

Source: A
Destination: B
Port: 23




Man-in-the-Middle

1. Victim clicks link in Phish email. 3.

Victim

Web Server



DoS Attack

Resource overloads Malformed data
Disk space, bandwidth, buffers Oversized packets such as ping of death
Ping floods such as smurf Cwverlapping packet such as winuke

Packet storms such as UDP bombs | Unhandled data such as teardrop
and fraggle

=9 6
AT -

-

DoS attacks prevent authorized people from using a senvice by using up system resources.



»
Attacking Computer

Ping of Death

Attacker sends a malformed
or very large ping packet.




SYN Flood

Aftacker sends
multiple SYN
requests fo a

web server.

Yeb server sense
SYMN-ACK replies.

Web
SEMNEr

YWeb server waits to
complete three-way
handshake.

Web

Valid user Server

sends SYN
request.

a

Yeb server I1s
unavailable.

SEMVer



DDoS

Client/Attacker

Handlers

&

Victim

Agents/
Zombies

Attacker uses many intermediate hosts, called zombies, to launch the attack.



Smurf Attack

Zombies

st
overwhelm YWAMN link

to destination
ICNIP REPLY D=208_185_M_Z25 5=1721813
ICNIP REPLY D=208_185_M_F25 5=172 1814 —

Victim
ICNIP REPLY D=208_185_M_225 5=172 1815

208165200225

ICMP REPLY D=209_165.200_225 5=172.18.1.6

ICMP REPLY D=209_165.200_225 5=172 1817

Smurf Amplifier

ICMP REQY D=172.18.255_253 5=208_165.200.225




Sharron works for the finance department in her company. Her . .

- network administrator has given the finance department employees Angela receives an email with a link to her favorite online store, which

(/) Reconnaissance ublic IP addresses to access the Intemet bank account. an is having a sale. She uses the link provided and is directed to a site
of waork, the finance members are told that the O Acoess that looks like her favorite online store. She orders from the web

company bank account has been compromised. page using her credit card. Later, Angela discovers that her credit

card has been used to pay for additional merchandise that she did
not order.




l 11.2.2.6 Lab - Researching Network Security Threats

Researching Network Security Threats




11.2.3.1 Backup, Upgrade, Update, and Patch
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Worm attack mitigation requires diligence on
the part of system and network
administration staff. The following are the
recommended steps for worm attack
mitigation:

Containment - Contain the spread of the
worm within the network.
Compartmentalize uninfected parts of the
network.

Inoculation - Start patching all systems
and, if possible, scanning for vulnerable
systems.

Quarantine - Track down each infected
machine inside the network. Disconnect,
remove, or block infected machines from
the network.

Treatment - Clean and patch each
infected system. Some worms may require
complete core system reinstallations to
clean the system



11.2.3.2 Authentication, Authorization, and Accounting

The AAA Concept is Similar to the Use of a Credit Card
For larger networks, a more scalable

solution is external authentication.

esvagied External authentication allows all users to
T - .3 1 - :
$72439348 503 74255509000003 A be authenticated through an external
gL oo bk o i network server. The two most popular
N Auorzaton . B options for external authentication of
Al thantication s How much can you spend?® ~ihoge
Who are you? — v —— 1 — S users are RADIUS and TACACS+:
e e s St * RADIUS is an open standard with low
e Seacte s Vrtrus Peprertt Gve §20.00

use of CPU resources and memory. It
is used by a range of network devices,
such as switches, routers, and
wireless devices.

 TACACS+ is a security mechanism that
enables modular authentication,

sonind | onss. | o |- moosions w—h | o authorization, and accounting

e dﬁfﬁgfé‘é?r‘:’d G sl feed] fasee| Rotesiin pcaieni| | e serviFes. It uses a TACACS+ daemon

: running on a security server.
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Thanks for your attention!!
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