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3.0.1.2 Class Activity - Designing a Communications System



3.1.1.1 What is Communication?



3.1.1.2 Establishing the Rules

The protocols used are specific to the characteristics of the communication method, 
including the characteristics of the source, destination and channel. These rules, or 
protocols, must be followed in order for the message to be successfully delivered and 
understood



3.1.1.3 Message Encoding

Message Encoding 
One of the first steps to 
sending a message is 
encoding it. Encoding is 
the process of converting 
information into another, 
acceptable form, for 
transmission. Decoding 
reverses this process in 
order to interpret the 
information



3.1.1.4 Message Formatting and Encapsulation

• When a message is sent 
from source to 
destination, it must use a 
specific format or 
structure. 

• Message formats depend 
on the type of message 
and the channel that is 
used to deliver the 
message.



3.1.1.5 Message Size

• When a long message is sent from 
one host to another over a network, 
it is necessary to break the message 
into smaller pieces. 

• The rules that govern the size of the 
pieces, or frames, communicated 
across the network are very strict. 

• They can also be different, depending 
on the channel used. Frames that are 
too long or too short are not 
delivered. 



3.1.1.6 Message Timing

• Hosts on a network need an access 
method to know when to begin 
sending messages and how to respond 
when errors occur. 

• Source and destination hosts use flow 
control to negotiate correct timing for 
successful communication. 

• Hosts on the network also have rules 
that specify how long to wait for 
responses and what action to take if a 
response timeout occurs.

TCP/IP



3.1.1.7 Message Delivery Options

• A one-to-one delivery option is 
referred to as a unicast, 
meaning that there is only a 
single destination for the 
message. 

• When a host needs to send 
messages using a one-to-many 
delivery option, it is referred to 
as a multicast. Multicasting is 
the delivery of the same 
message to a group of host 
destinations simultaneously. 

• If all hosts on the network need 
to receive the message at the 
same time, a broadcast is used. 



3.2.1.1 Protocols: Rules that Govern Communications

• Various network and computer 
protocols must be able to 
interact and work together for 
network communication to be 
successful. 

• A group of inter-related 
protocols necessary to perform 
a communication function is 
called a protocol suite. 

• Protocol suites are 
implemented by hosts and 
networking devices in software, 
hardware or both.



3.2.1.2 Network Protocols

The Role of Protocols

The figures illustrate networking protocols that describe the following processes:
• How the message is formatted or structured, as shown in Figure 1
• The process by which networking devices share information about pathways with other 

networks, as shown in Figure 2



3.2.1.2 Network Protocols

• How and when error and system messages are passed between devices, as 
shown in Figure 3

• The setup and termination of data transfer sessions, as shown in Figure 4



3.2.1.3 Interaction of Protocols

• HTTP defines the content and 
formatting of the requests and 
responses between the client and 
server

• TCP divides the HTTP messages into 
smaller pieces, called segments. 
Segments are sent between the 
web server and client processes 
running at the destination host.

• IP is responsible for formatting 
segments into packets

• Network access protocols describe 
two primary functions, 
communication over a data link and 
the physical transmission of data on 
the network media



3.2.2.1 Protocol Suites and Industry Standards

• The protocols IP, HTTP, and 
DHCP are all part of the 
Internet protocol suite 
known as Transmission 
Control Protocol/IP 
(TCP/IP). 

• The TCP/IP protocol suite is 
an open standard, 
meaning these protocols 
are freely available to the 
public, and any vendor is 
able to implement these 
protocols on their 
hardware or in their 
software. 



3.2.2.2 Creation of the Internet and Development of TCP/IP

• The IP suite is a suite of protocols 
required for transmitting and receiving 
information using the Internet. 

• It is commonly known as TCP/IP because 
the first two networking protocols 
defined for this standard were TCP and 
IP. 

• The open standards-based TCP/IP has 
replaced other vendor proprietary 
protocol suites, such as Apple’s 
AppleTalk and Novell’s Internetwork 
Packet Exchange/Sequenced Packet 
Exchange (IPX/SPX).



3.2.2.3 TCP/IP Protocol Suite and Communication Process

Four layers of the TCP/IP model

1. Application
2. Transport
3. Internet
4. Network Access



3.2.2.3 TCP/IP Protocol Suite and Communication Process

Protocol Operation of 
Sending and Receiving 
a Message



3.2.2.4 Activity – Mapping the Protocols of the TCP/IP Suite



3.2.3.1 Open Standards

Standards organizations are 
important in maintaining an 
open Internet with freely 
accessible specifications and 
protocols that can be 
implemented by any vendor. A 
standards organization may draft 
a set of rules entirely on its own 
or in other cases may select a 
proprietary protocol as the basis 
for the standard. If a proprietary 
protocol is used, it usually 
involves the vendor who created 
the protocol. 



3.2.3.2 ISOC, IAB, and IETF

ISOC facilitates the open 
development of standards 
and protocols for the 
technical infrastructure of 
the Internet, including the 
oversight of the Internet 
Architecture Board (IAB).



3.2.3.3 IEEE



3.2.3.4 ISO

• ISO, the International Organization 
for Standardization, is the world’s 
largest developer of international 
standards for a wide variety of 
products and services.

• ISO is not an acronym for the 
organization’s name; rather the ISO 
term is based on the Greek word 
“isos”, meaning equal. 

• The International Organization for 
Standardization chose the ISO term 
to affirm its position as being equal 
to all countries.



3.2.3.5 Other Standards Organizations



3.2.3.6 Lab - Researching Networking Standards

In this lab, you will complete the following objectives: 
• Part 1: Research Networking Standards Organizations 
• Part 2: Reflect on Internet and Computer Networking Experiences 



3.2.3.7 Activity - Standards Body Scavenger Hunt



3.2.4.1 The Benefits of Using a Layered Model

• Assists in protocol design
• Fosters competition because 

products from different 
vendors can work together. 

• Prevents technology or 
capability changes in one 
layer from affecting other 
layers above and below. 

• Provides a common 
language to describe 
networking functions and 
capabilities.



3.2.4.2 The OSI Reference Model



3.2.4.3 The TCP/IP Protocol Model



3.2.4.4 Comparing the OSI Model with the TCP/IP Model



3.2.4.5 Activity – Identify Layers and Functions



3.2.4.6 Packet Tracer - Investigating the TCP/IP and OSI Models in Action

This simulation activity is 
intended to provide a 
foundation for understanding 
the TCP/IP protocol suite and 
the relationship to the OSI 
model. Simulation mode 
allows you to view the data 
contents being sent across the 
network at each layer. 



3.2.4.7 Lab - Researching RFCs



3.3.1.1 Communicating the Messages



3.3.1.1 Communicating the Messages

The division of the data stream into 
smaller pieces is called segmentation 
Two primary benefits:
• By sending smaller individual 

pieces from source to destination, 
many different conversations can 
be interleaved on the network

• Segmentation can increase the 
reliability of network 
communications. The separate 
pieces of each message need not 
travel the same pathway across 
the network from source to 
destination. 



3.3.1.2 Protocol Data Units (PDUs)
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3.3.1.3 Encapsulation

Data encapsulation is the 
process that adds 
additional protocol 
header information to the 
data before transmission. 
In most forms of data 
communications, the 
original data is 
encapsulated or wrapped 
in several protocols 
before being transmitted. 



3.3.1.4 De-encapsulation

De-encapsulation is the 
process used by a 
receiving device to 
remove one or more of 
the protocol headers. The 
data is de-encapsulated 
as it moves up the stack 
toward the end-user 
application. Click the Play 
button in the figure to see 
the de-encapsulation 
process.



3.3.1.5 Activity – Identify the PDU Layer



3.3.2.1 Network Addresses and Data Link addresses



THE MAC ADDRESS



3.3.2.2 Communicating with a Device on the Same Network

The network layer addresses, or IP 
addresses, indicate the network and 
host address of the source and 
destination. The network portion of 
the address will be the same; only the 
host or device portion of the address 
will be different.

When the sender and receiver of the 
IP packet are on the same network, 
the data link frame is sent directly to 
the receiving device. On an Ethernet 
network, the data link addresses are 
known as Ethernet MAC addresses. 



3.3.2.3 MAC and IP Addresses



3.3.3.1 Default Gateway

When a host needs to send a 
message to a remote network, 
it must use the router, also 
known as the default gateway. 
The default gateway is the IP 
address of an interface on a 
router on the same network 
as the sending host. 

If no default gateway address 
is configured in the host 
TCP/IP settings, or if the 
wrong default gateway is 
specified, messages addressed 
to hosts on remote networks 
cannot be delivered. 



3.3.3.2 Communicating with a Device on a Remote Network

• Each device knows the IP address of 
the router through the default 
gateway address configured in its 
TCP/IP settings. 

• The default gateway address is the 
address of the router interface 
connected to the same local 

• After the host knows the default 
gateway IP address, it can use ARP 
to determine the MAC address of 
that default gateway. 

• The MAC address of the default 
gateway is then placed in the frame.



3.3.3.3 Packet Tracer - Explore a Network

This simulation activity is intended to help you understand the flow of traffic and the contents of data packets as they 
traverse a complex network. Communications will be examined at three different locations simulating typical business 
and home networks. 



3.3.3.4 Lab - Using Wireshark to View Network Traffic



3.4.1.1 Class Activity - Guaranteed to Work!

Assuming you resolved the 
beginning of this chapter’s 
modeling activity, how 
would you compare the 
following steps taken to 
design a communications 
system to the networking 
models used for 
communications?



3.4.1.2 Summary
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Thanks!

Thanks 
for your 

attention!




