CH 6
ADDRESSING
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IP version 4 (IPv4) is the current form of addressing used on the Internet.



6.1.1 IPv4 ADDRESS

192 : 168 : 10 : 1

11000000 10101000 00001010 00000001

The computer using this IP address is on network 192.168.10.0.



6.1.2 BINARY TO DECIMAL CONVERSION

Exponent 287 2ap 205 244 243 282 281 2MD
Position 126 64 32 16 @& 4 2 1
Bits 1 {1 1 1 0 }L 1 ] 1

1 BYTE / 1 Octei

Add th b
ese numbers 128 + G4+ 32 +16 + 0 + 4+ 0 + 1

together

Decimal 245
A 1 in this position A 0in any position
means 64 is added means that 0 is

to the total. added to the total.



6.1.2 BINARY TO DECIMAL CONVERSION

Converting an IPv4 from Binary to Dotted Decimal Notation

Binary IPv4 address 10101100000100000000010000010100

Divide the 32 bits 01 DDDDD1 0100

010110000010000000
into 4 octets /

10101100 00010000 00000100 00010100
yd
Convert each y
octet to
i 1 %128 =128 0ix128=0 0 x128=0 0 x128=0
decimal ,
Oix64=0 Oix6d4=0 0xg4=0 0x64=0
| x32=32 0Dix32=0 0x32=0 0x32=0
Dx16=0 1ix16=16 0x16=0 1 x16=16
' xB=8 0x8=0 0x8=0 0x8=0
EE_":"”-""-'-""E" | x4=4 0xd4=0 1 x4=4 1 x4=4
decimal value | 1y 2=0 0/x2=0 0/x2=0 0/x2=0
is separated ||, [ 4 _p 0lx1=0 0lx1=0 0/x1=0
h?allll
172 16 4 20

Ve

Decimal IPv4 address 172.16.4.20



6.2.1 TYPES OF IPv4 ADDRESSES

Address Types

MNetework Host
1D 0 O O
OOOODLO10 O00DOO0D00 O000D0O0O0O0 OO0O00D0O0
1D 0 O 255
DOOODLO1L0 000D 0D0O0 O0O0ODO0D0D0 11111111
1D 0 O 1
OoOOO1010 O00O0OO0O0O0 O00DOO00 ooO0O00001

10.0.0.253




6.2.1 TYPES OF IPv4 ADDRESSES

Using Different Prefixes for the 172.16.4.0 Network

Metwork Metwork address Host range Broadcest address

All Hosts Biis (Red) Represents all combinations of hos All Host Bits (in Red) = 1

=} bits except where host bits are all zeros

1T2.16.4.0 /24 172.16.4.0 17216.4.1 - 172.16.4 254 172164 255

172.16.4.0 125 172.16.4.0 172.16.4.1 - 172.16.4.126 172.16.4.127

172.16.4.0 126 172.16.4.0 172.16.4.1 - 172.16.4.62 172.16.4.63

172.16.4.0 27 172.16.4.0 172.16.4.1 - 172.16.4.30 -;\I]:') 172.16.4.31

Binary 10101100.00010000.00 10101 100.00010000.00000100.00000001 10101 100,000 10000.00000100.00011111

Fepresentation D001 0000000 0D

2T Network Bits 10101 100.00010000.00000100.0000001 3

10101 100.00010000.00000100.0000001 1

100 10 Q0D 000D 000007 1110

A
SAME NETWORK ADDRESS ¢ DIFFERENT BROADCAST

ALL PREFIXES ADDRESS EACH PREFIX

30 Hosls

DIFFEREMWT NUMBER OF HOSTS EACH
FREFIX
Roll over the rows to see binary numbers for
addresses and number of hosts.



6.2.2 CALCULATING NETWORK, HOST AND BROADCAST

Type of Address

—> Network

—* Broadcast
. First Usable Host Address

—» | ast Usable Host Address

. For each row, enter the values for that type of address.

Enter LAST octet in binary

J'\..I ﬂﬂﬂﬂﬂﬂ
LS S

01001111

Enter LAST octet in

dacimal

Enter full address in
decimal

ﬁ1 ﬁﬁﬁﬁﬁ 1
LR AR

01001110




6.2.3 UNICAST COMMUNICATION

Unicast Transmission

Source: 172.16.4 1
Destination: 172.16.4_ 253

Unicast communication is used
for the normal host-to-host
communication in both a
client/server and a peer-to-
peer network.

172.16.4.1

172.16.4.2 E

172.16.4.3



6.2.3 LIMITED BROADCAST

Limited Broadcast A directed broadcast is
sent to all hosts on a
specific network. (useful
for sending a broadcast to
all hosts on a non-local
network)

Source: 172.16.4 1
Destination: 255.255.255. 255

The limited broadcast is
used for communication
that is limited to the hosts
on the local network.

Broadcast
Domain

172.16.4.2 ——
172.16.4.3




6.2.3 Multicast Transmission

Multicast transmission is

designed to conserve the
Source: 172.16.4.1 bandwidth of the IPv4
network. It reduces traffic
by allowing a host to send
a single packet to a
selected set of hosts.

Multicast Transmission

The multicast clients use
services initiated by a
client program to
subscribe to the multicast

ﬁf group.

172.16.4.253

Video and audio

—_— distribution
172.16.4.1 Q. |/~ Routing information
—y : exchange by routing
172.16.4.2 172 16.4.3 172.16.4 4 pI’OtOCO|S
224 10.10.5 224.10.10.5 Distribution of software

News feeds



6.2.4 RESERVED IPv4 ADDRESS RANGES

Reserved |IPv4 Address Ranges

Type of Address  Usage Reserved IPv4 Address Range
Host Address used for IPvd4 hosts 0.0.0.0 to 223.255.255.255 790
Multicast Addresses used for multicast groups  224.0.0.0 to 239.255.255.255 1700

on a local network

Experimental » used for research or  240.0.0.0 to 235.255.255.254 1700
Addresses experimentation 3330
« gcannot currently be
used for hosts in
IPv4 networks



6.2.5 Public and Private Addresses

Private Addresses Used in Networks without NAT

172.16.0.0 to 172.31.255.255

192.168.0.0 to Internet (172.16.0.0 /12)
192.168.255.255 ISP 1 ISP 3

(192.168.0.0 /16) ISP 2 172.16.0.0

? =y Private Net
. 172.16.0.7

172.16.0.6
172.16.0.5

192.168.1.0
Private Net

192.168.1.1

172.16.0.4

fio2-168.1.8 172.16.0.1 v 1'5 0
192.168.1.2 10.0.0.10 b 16.0.
172.16.0.2
10.0.0.9
10.0,0.2 10.0.0.8
10.0.0.3 0.0.0.7
10.0.0.4 . 0.0.08
10.0.0.5 10.0.0.0
10.0.0.0 to 10.255.255.255 Private Net

(10.0.0.0 /8)



6.2.5 Public and Private Addresses

NAT allows the hosts
In the network to
"borrow" a public

address for
communicating to
outside networks.

Private Addresses Used in Networks without NAT

Internet
ISP 1 ISP 3

192,168.1.1

192.168.1.0
Private Net

182.168.1.2

ISP 2 172.16.0.0

= ? > Private Net
|

172.16.0.7
172.16.0.6

172.16.0.5
[ 172.16.0.4
172.16.0.1
- L S172.16.0.3
o 172.16.0.2

L 10.0.08
10.0.0.8

40.0.0.7



6.2.6 Network Address and Broadcast Address

Within each
network the first
and last
addresses cannot
be assigned to
hosts. These are
the network
address and the
broadcast
address,
respectively.



