
5.0.1.1  Chapter 5: Ethernet

Ethernet is now the 
predominant LAN technology 
in the world. Ethernet 
operates in the data link layer 
and the physical layer. The 
Ethernet protocol standards 
define many aspects of 
network communication 
including frame format, frame 
size, timing, and encoding. 
When messages are sent 
between hosts on an Ethernet 
network, the hosts format the 
messages into the frame 
layout that is specified by the 
standards



5.0.1.2  Class Activity - Join My Social Circle!



5.1.1.1  Ethernet Encapsulation

Ethernet operates in the data link layer and the 
physical layer. It is a family of networking 
technologies that are defined in the IEEE 
802.2 and 802.3 standards. Ethernet supports 
data bandwidths of:
• 10 Mb/s
• 100 Mb/s
• 1000 Mb/s (1 Gb/s)
• 10,000 Mb/s (10 Gb/s)
• 40,000 Mb/s (40 Gb/s)
• 100,000 Mb/s (100 Gb/s)

LLC sublayer
The Ethernet LLC sublayer handles the 
communication between the upper layers and the 
lower layers

MAC sublayer
MAC constitutes the lower sublayer of the 
data link layer. MAC is implemented by 
hardware, typically in the computer NIC.



5.1.1.2  MAC Sublayer

MAC Sublayer
Two primary 
responsibilities:
• Data 

encapsulation
• Media access 

control

Encapsulation 
• Frame delimiting 
• Addressing 
• Error detection

Media Access Control
Media access control is responsible for the placement of frames on the media and the removal of frames from 
the media



5.1.1.3   Ethernet Evolution



5.1.1.4   Ethernet Frame Fields

Ethernet Frame Fields
The minimum Ethernet frame size is 64 bytes and the maximum is 1518 bytes. This includes all 
bytes from the Destination MAC Address field through the Frame Check Sequence (FCS) field. 
The Preamble field is not included when describing the size of a frame. 

Any frame less than 64 bytes in length is considered a “collision fragment” or “runt frame” and is 
automatically discarded by receiving stations. Frames with more than 1500 bytes of data are 
considered “jumbo” or “baby giant frames”.



5.1.1.5   Activity - MAC and LLC Sublayers



5.1.18 Activity – Ethernet Frame Fields



5.1.1.7 Lab – using Wireshark to Examine Ethernet Frames



5.1.2.1 MAC Address and Hexadecimal



5.1.1.2 MAC Address Ethernet Identity



5.1.2.3   Frame Processing



5.1.2.4   MAC Address Representations



5.1.2.5   Unicast MAC Address



5.1.2.6   Broadcast MAC Address



5.1.2.7   Multicast MAC Address

Multicast addresses allow a 
source device to send a packet 
to a group of devices. Devices 
that belong to a multicast group 
are assigned a multicast group 
IP address. The range of IPv4 
multicast addresses is 
224.0.0.0 to 239.255.255.255. 
Because multicast addresses 
represent a group of addresses 
(sometimes called a host 
group), they can only be used 
as the destination of a packet. 
The source will always be a 
unicast address. 



5.1.2.8   Lab - Viewing Network Device MAC Addresses



5.2.1.1   Switch Fundamentals

Switch Fundamentals
An Ethernet switch is a Layer 2 device, 
which means it uses MAC addresses to 
make forwarding decisions. It is completely 
unaware of the protocol being carried in the 
data portion of the frame, such as an IPv4 
packet. The switch makes its forwarding 
decisions based only on the Layer 2 
Ethernet MAC addresses.

Unlike an Ethernet hub that repeats bits out 
all ports except the incoming port, an 
Ethernet switch consults a MAC address 
table to make a forwarding decision for each 
frame.



5.2.1.2   Learning MAC Addresses

Learn – Examining the Source MAC 
Address
Every frame that enters a switch is 
checked for new information to learn. It 
does this by examining the frame’s 
source MAC address and port number 
where the frame entered the switch.
• If the source MAC address does not 

exist, it is added to the table along 
with the incoming port number. In 
Figure 1, PC-A is sending an 
Ethernet frame to PC-D. The switch 
adds the MAC address for PC-A to 
the table.

• If the source MAC address does 
exist, the switch updates the refresh 
timer for that entry. By default, most 
Ethernet switches keep an entry in 
the table for 5 minutes. 



5.2.1.2   Learning MAC Addresses

Forward – Examining the Destination 
MAC Address
Next, if the destination MAC address is a 
unicast address, the switch will look for a 
match between the destination MAC 
address of the frame and an entry in its 
MAC address table. 
• If the destination MAC address is in the 

table, it will forward the frame out the 
specified port.

• If the destination MAC address is not in 
the table, the switch will forward the 
frame out all ports except the incoming 
port. This is known as an unknown 
unicast. As shown in Figure 2, the switch 
does not have the destination MAC 
address in its table for PC-D, so it sends 
the frame out all ports except port 1. 



5.2.1.3   Filtering Frames

Filtering Frames
As a switch receives frames 
from different devices, it is able 
to populate its MAC address 
table by examining the source 
MAC address of every frame. 
When the switch’s MAC address 
table contains the destination 
MAC address, it is able to filter 
the frame and forward out a 
single port.

Figures 1 and 2 show PC-D 
sending a frame back to PC-A. 
The switch will first learn PC-D’s 
MAC address. Next, because 
the switch has PC-A’s MAC 
address in its table, it will send 
the frame only out port 1. 



5.2.1.3   Filtering Frames

Figure 3 shows PC-A sending 
another frame to PC-D. The 
MAC address table already 
contains PC-A’s MAC 
address, so the five-minute 
refresh timer for that entry is 
reset. Next, because the 
switch’s table contains PC-D’s 
MAC address, it sends the 
frame only out port 4.



5.2.1.3   Filtering Frames

Because the switch’s table 
contains PC-D’s MAC address, it 
sends the frame only out port 4.



5.2.1.4   Video Demonstration - MAC Address Tables on Connected Switches



5.2.1.5   Video Demonstration - Sending a Frame to the Default Gateway



5.2.1.6   Activity - Switch It!



5.2.1.7   Lab - Viewing the Switch MAC Address Table



5.2.2.1   Frame Forwarding Methods on Cisco Switches



5.2.2.2   Cut-Through Switching

There are two variants of cut-
through switching:

Fast-forward switching -
Fast-forward switching offers 
the lowest level of latency. 
Fast-forward switching 
immediately forwards a 
packet after reading the 
destination address

Fragment‐free switching ‐ In 
fragment‐free switching, the 
switch stores the first 64 bytes 
of the frame before forwarding



5.2.2.3   Memory Buffering on Switches

Memory Buffering on Switches
An Ethernet switch may use a buffering technique to store frames before 
forwarding them. Buffering may also be used when the destination port is 
busy due to congestion and the switch stores the frame until it can be 
transmitted.



5.2.2.4   Activity - Frame Forwarding Methods



5.2.3.1   Duplex and Speed Settings

There are two types of duplex 
settings used for 
communications on an 
Ethernet network: half duplex 
and full duplex.

• Full-duplex – Both ends of 
the connection can send 
and receive 
simultaneously. 

• Half-duplex – Only one 
end of the connection can 
send at a time. 



5.2.3.1   Duplex and Speed Settings

One of the most common 
causes of performance issues 
on 10/100 Mb/s Ethernet links 
occurs when one port on the link 
operates at half-duplex while the 
other port operates at full-
duplex, as shown in Figure 2. 

This occurs when one or both 
ports on a link are reset, and the 
autonegotiation process does 
not result in both link partners 
having the same configuration. It 
also can occur when users 
reconfigure one side of a link 
and forget to reconfigure the 
other. Both sides of a link should 
have autonegotiation on, or both 
sides should have it off.



5.2.3.2   Auto-MDIX

When the auto-MDIX feature is enabled, 
the switch detects the type of cable 
attached to the port, and configures the 
interfaces accordingly. Therefore, you 
can use either a crossover or a straight-
through cable for connections to a copper 
10/100/1000 port on the switch, 
regardless of the type of device on the 
other end of the connection. 



5.3.1.1   Destination on Same Network

There are two primary addresses 
assigned to a device on an 
Ethernet LAN: 
• Physical address (the MAC 

address) – Used for Ethernet 
NIC to Ethernet NIC 
communications on the same 
network. 

• Logical address (the IP 
address) – Used to send the 
packet from the original source 
to the final destination. 



5.3.1.2   Destination Remote Network

Destination Remote Network
When the destination IP 
address is on a remote 
network, the destination MAC 
address will be the address of 
the host’s default gateway, the 
router’s NIC, as shown in the 
figure

The figure shows the Ethernet MAC addresses and IP addresses for PC-A sending an IP packet to 
a web server on a remote network. Routers examine the destination IP address to determine the 
best path to forward the IP packet. This is similar to how the postal service forwards mail based on 
the address of the recipient. 



5.3.1.3   Packet Tracer – Identify MAC and IP Addresses



5.3.2.1   Introduction to ARP

Introduction to ARP
Recall that every device with 
an IP address on an Ethernet 
network also has an Ethernet 
MAC address. When a device 
sends an Ethernet frame, it 
contains these two addresses:
• Destination MAC address

- The MAC address of the 
Ethernet NIC, which will be 
either the MAC address of 
the final destination device 
or the router. 

• Source MAC address -
The MAC address of the 
sender’s Ethernet NIC.



5.3.2.2   ARP Functions

The sending device will search 
its ARP table for a destination 
IPv4 address and a 
corresponding MAC address. 
• If the packet’s destination 

IPv4 address is on the same 
network as the source IPv4 
address, the device will 
search the ARP table for the 
destination IPv4 address.

•

If the destination IPv4 address 
is on a different network than 
the source IPv4 address, the 
device will search the ARP table 
for the IPv4 address of the 
default gateway. 



5.3.2.3   Video Demonstration – ARP Request



5.3.2.4   Video Demonstration – ARP Reply



5.3.2.5   Video Demonstration – ARP Role in Remote Communication



5.3.2.6   Removing Entries from an ARP Table

For each device, an ARP 
cache timer removes ARP 
entries that have not been 
used for a specified period 
of time. The times differ 
depending on the device’s 
operating system. For 
example, some Windows 
operating systems store 
ARP cache entries for 2 
minutes, as shown in the 
figure. 



5.3.2.7   ARP Tables



5.3.2.8   Packet Tracer - Examine the ARP Table



5.3.3.1   ARP Broadcasts



5.3.3.2   ARP Spoofing

In some cases, the use of 
ARP can lead to a potential 
security risk known as ARP 
spoofing or ARP poisoning. 
This is a technique used by 
an attacker to reply to an 
ARP request for an IPv4 
address belonging to another 
device, such as the default 
gateway, as shown in the 
figure



5.4.1.1   Class Activity - MAC and Choose… 



5.4.1.2   Chapter 5: Ethernet



Thanks!!!

Thank you for your attention!
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