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Lab 4.4.2  Remote telnet access
[image: image1.png]205.7.50 ot

‘?‘P

MD:EJ

Twassom

210931058 net

Router Name - Lab A
Router Type - 2514
S = 285.285.255.0

Router Name - Lab B
Router nype - 2501
50 - 3996131
51220026012

Su = 255,255,255 0

Router Nane - Lab C
Router Type - 2501
5w = 285.285.255.0

Router Nane - Lab D
Router Type - 2501
512 200,200,792

Su = 285.285.255.0

Router Nane - Lab 3
Router Type - 2501
Su = 255.285.255.0





Estimated time: 30 min.

Objectives:  
· Use the telnet command to remotely access other routers.  
· Verify that the application layer between source and destination is working properly.  
· Retrieve information about remote routers using router show commands.  
· Retrieve CDP information from routers not directly connected to you. 
Background:
In this lab you will work with the telnet (remote terminal) utility to access routers remotely. You will telnet from your “local” router into another “remote” router in order to simulate being at the console on the remote router. This procedure will use your router’s Telnet client software and the remote router’s Telnet server software. You can also “telnet” from your workstation as a client into any router connected to your network. In addition, you can telnet into Cisco Ethernet Switches. You can not, however, telnet from a router or a workstation into another Windows client or server since the Windows operating system does not support the Telnet server daemon. A daemon (pronounced demon) is a UNIX term that refers to a program running on a server that accepts requests for services. You can decide whether to allow others to telnet into your router or you may require a password for incoming Telnet sessions. Telnet connections are referred to as line VTY 0 4 in the router configuration file. The router can support up to 5 simultaneous incoming Telnet sessions (0 thru 4).
Telnet is a good troubleshooting tool since it can be used to access remote routers to gather information when there are problems or when configuration changes are necessary. It also tests from the OSI Application layer of the source host down through its Physical layer and then across the network and back up the protocol stack of the destination router. This allows you to verify the Application layer software between source and destination hosts. You will use telnet to access a remote router and use show cdp neighbors to gather information from routers that are not directly connected to you.
Tools / Preparation: 
Prior to starting the lab you will need to connect a PC w/ HyperTerminal to a router using the router’s console Interface with a roll-over cable. Work individually or in teams.  Before beginning this lab you may want to read the Networking Academy First Year Companion Guide, Chapter 13.  You should also review On-line Chapter 4. Be familiar with the following commands:
· telnet ? 

· telnet router-name or IP 

· show CDP neighbors 

· show interface  

· show protocols 

· enable  

· show running-config  

· show startup-config 
Resources Required:
· PC with Windows operating system and HyperTerminal installed  

· Router connected to the PC with a console roll-over cable 

· At least 3 routers interconnected via Ethernet or WAN simulation cables
Websites Sites Resources:        
Routing basics 

 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/pcat/" \l "2" \t "_blank" 
General information on routers

 HYPERLINK "http://www.cisco.com/warp/public/cc/pd/rt/2500/index.shtml" \t "_blank" 
2500 series routers 
1600 series routers

 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm" \t "_blank" 
Terms and acronyms 

 HYPERLINK "http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/rbkixol.htm" \t "_blank" 
IP routing protocol IOS command summary

 HYPERLINK "http://www.cisco.com/warp/public/701/3.html" \t "_blank" 
Beginning IP for new users  
Notes:  
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Step 1 - Log on to the router. 
Task: Connect to the router and login. Enter the password cisco if prompted.
1. What prompt did the router display?
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Step 2 - Enter the help facility. 
Task: Enter telnet ? at the router prompt 
Explanation: The router will respond with help with the telnet command. 
2. What did the router reply with? 
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Step 3 - Telnet from router to router.  
Task: Enter telnet router-name or IP address at the router prompt to connect to a remote router.  
Explanation: The router will prompt you for User Access Verification of the router you remotely access. Enter the password cisco 
3. What prompt did the router display?
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Step 4 - Show interfaces.  
Task: Enter show interface at the router prompt. 
Explanation: The router will respond with information about its interfaces.
4. List the interfaces, their IP address and subnet mask.  
	Interface
	IP Address
	Subnet mask

	 
	 
	 

	 
	 
	 

	 
	 
	 


Step 5 - Show protocol.  
Task: Enter show protocols at the router prompt. 
Explanation: This command shows the global and interface-specific status of any configured layer 3 protocols. 
5. Fill in the table below with the information that was generated by the router you are remotely accessing.                     
	Interface
	Is there a Carrier Detect signal
	Are the keepalive messages being received?

	 
	 
	 

	 
	 
	 

	 
	 
	 


Step 6 - Enter privileged mode while connected to the remote router with telnet. 

Task:
a. Enter enable at the command prompt. 
b. Enter the password of class  

Explanation: You use the enable command to enter privileged EXEC mode
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6. What prompt did the router display? What mode are you in? 
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Step 7 - Show information about the active configuration file of the remote router.  
Task: Enter show running-config at the remote router prompt. 
Explanation: The remote router will display information on how it is currently configured.
7. What file are you viewing on the remote router? Where is this file stored?
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Step 8 - Show information about the backup configuration file of the remote router.  
Task: Enter show startup-config at the router prompt. 
Explanation: The remote router will display information on the backup configuration file stored in NVRAM.
           8. What file are you viewing on the remote router? Where is this file stored? 
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           9. What information do you see concerning the line VTY connections? 
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Step 9 - Display the CDP updates received on the local router.  
Task: Enter show cdp neighbors command at the router prompt. 
Explanation: The router will respond with information about its neighbors that have CDP enabled.
         10. List all device IDs that are connected to the remote router with which you have a telnet session.
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Lab 4.4.2  Remote telnet access - Answers
1. Connect to the router and log in. Enter the password cisco if prompted. What prompt did the router display? Router-Name> (of local router)
2. Enter telnet ? at the router prompt. What did the router reply with? WORD IP address or hostname of a remote system
3. Enter telnet router-name or IP address at the router prompt. The router will prompt you for User Access Verification of the router you remotely access. Enter the password cisco, what prompt did the router display? Router-Name> (of remote router)
4. Enter show interface at the prompt of the remote router. List the interfaces, their IP address and subnet mask from the remote router. (following is for router Lab-C)
	Interface
	IP Address
	Subnet mask

	Ethernet 0
	223.8.151.1
	24 bits (255.255.255.0)

	Serial 0
	204.204.7.1
	24 bits (255.255.255.0)

	Serial 1
	199.6.13.2
	24 bits (255.255.255.0)

	 
	 
	 


Note: Telnet and show interface command output generated by a Cisco 1600 router.
	lab-b>telnet lab-d
Trying LAB-D (210.93.105.1)... Open
User Access Verification
Password:
lab-D>show interface
Ethernet0 is up, line protocol is up
Hardware is QUICC Ethernet, address is 0060.5cbc.033a (bia 0060.5cbc.033a)
Internet address is 210.93.105.1/24
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, load 1/255
Encapsulation ARPA, loopback not set, keepalive set (10 sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:28, output 00:00:04, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
13661 packets input, 4186769 bytes, 0 no buffer
Received 12931 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 input packets with dribble condition detected
113212 packets output, 10955040 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 4 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Serial0 is administratively down, line protocol is down
Hardware is QUICC Serial
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0 (size/max/drops); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/64/0 (size/threshold/drops)
Conversations 0/0 (active/max active)
Reserved Conversations 0/0 (allocated/max allocated)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 6 interface resets
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions
DCD=down DSR=down DTR=down RTS=down CTS=down
Serial1 is up, line protocol is up
Hardware is QUICC Serial
Internet address is 204.204.7.2/24
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input 00:00:00, output 00:00:01, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0 (size/max/drops); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/64/0 (size/threshold/drops)
Conversations 0/2 (active/max active)
Reserved Conversations 0/0 (allocated/max allocated)
5 minute input rate 1000 bits/sec, 2 packets/sec
5 minute output rate 1000 bits/sec, 2 packets/sec
88358 packets input, 6001075 bytes, 0 no buffer
Received 86058 broadcasts, 0 runts, 0 giants
Note: Output truncated


5. Enter show protocols at the router prompt. Fill in the table below with the information that was generated by the router you are remotely accessing.
	Interface
	Is there a Carrier Detect signal?
	Are the keepalive messages being received?

	Ethernet 0
	Yes
	Yes

	Serial 0
	No (administratively down)
	No

	Serial 1
	Yes
	Yes


Note: Output generated by a Cisco 1600 router.
	lab-D>show protocols
Global values:
Internet Protocol routing is enabled
Ethernet0 is up, line protocol is up
Internet address is 210.93.105.1/24
Serial0 is administratively down, line protocol is down
Serial1 is up, line protocol is up
Internet address is 204.204.7.2/24


6. Enter enable at the remote router prompt while connected to it with telnet. The router will prompt you for a password, enter class. What prompt did the router display? Router-Name# What mode are you in? Privileged EXEC mode
7. Enter show running-config at the router prompt. What file are you viewing on the remote router? The active configuration file Is this file stored in NVRAM? NO, The backup configuration file is stored in NVRAM
8. Enter show startup-config at the router prompt. What file are you viewing on the remote router? The backup configuration file
9. What information do you see concerning the line VTY connections?
line vty 0 4 (refers to the 5 possible telnet sessions the router can support)
password cisco (defines the required password for any incoming telnet sessions)
login (prompts the user for the password when they attempt to connect)
10. Enter show cdp neighbors at the router prompt. List all device ID that are connected to the remote router you have a telnet session with.
	lab-D>show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater
Device ID
Local Intrfce
Holdtme
Capability
Platform
Port ID
Lab-C
Ser 1
165
R
CPA1600
Ser 0
Lab-E
Eth 0
176
R
CPA1600
Eth



